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(54) SECRET INFORMATION STORAGE DEVICE 

(57) Abstract: 

PROBLEM TO BE SOLVED: To improve the 
confidentiality by storing information on a user, 
information showing the storage destination of secret 
information, and an encoding key characteristic of the 
user on a small-capacity medium and generating and 
storing a key characteristic of the device on a hard disk. 

SOLUTION: At incorporating, a key B105 characteristic of 
the device is generated and stored on an external 
storage device 102. Then the user actuates an encoding 
control mechanism 103 to register information 108 on the 
user. The contents of the information 108 of the user 
consist of a user ID, a password, and the encoding key 
A109 characteristic of the user. Then the user specifies 
desired secret information 110 to be concealed. An 
encoding control mechanism 103 reads the secret 
information 110 out and encodes it with a key A109 
characteristic of the user. Consequently, a file 
obtained by further encoding the obtained file with the 
encoding key 105 characteristic of the device is written 
to a location such that the user specifies on the 
external storage device of the device. The location that 
the user specifies is written as a storage location 112 
of the confidential information to an IC card 106. 
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i*m®m mtz 7 t -fe * •* * h^i^-oj^ic^m s tig 

fc#i£-e#lffl#tf>*8®fit$83; teffi&fif mz 79-ZXir 
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it. 

♦ifetti:. js«b#©««:9i -en&on 

£tt&©#«fc«firi-ft*WI«:fll 

ft 3 i: ic J: y mmm £ *«b 6 i £ «:« HI "f 

[|»#*3J ±«Cin*., /J>**»W*feJ8v*fcf!lffi#© 

^tsfst, isfter«©«iT*!K^u&«Rmff mm 

fc, 5pJffl#©BiE«<iE»»c<fto*ifci9©*IS«H*©tt 20 

H*®«t^l«^bL^*ia«Bltlc«il«'*-6#««:«^ 
ft£fc»Cj:y«tt«*&*ffl*Ktt^Sftft£fc*:l»< 
£ i: ftWitt-T l XI* 2 ^©fftftflHMftMSS 

s. 

[$&W©i¥«S&Iii9!] 

[0 0 0 1] 

fcif) fc^»M©*SvMK* O^-Ft^*** 
[0002] 

[f£#©i*ffi] fS*©#ffi"Tttic#-K**Wi7 0 

y tf-^-f ^^^©J:biKWM©^^V%jlilBltl^«Efls 

?g{C 7 ? -fe ^ Bfll t -T ft £ £ T*#SBfif ?g© T * ir * ft« 
RLTUfc. **V^*H«©#«SJCj:yaK«ltt*K:*ll«[ 

««flWi's©7*-fe.XS«r«i:UT^ft. 

[0003] * t=.m<oi3&t: lt »**u)a#tii*©-» 

>ea-> lC#fc-tf:ft w t IC J: l J #lfl!#1if $g©±SIWi& 
# - 7";/ & * y H <7 - * _hT- ic JRK©« 3 #tc 
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Wf*f tttttffc if £ Jfl V * ft * . 
[0 0 0 4] 

V>Tli&©J:e>fc$ljIItf&ft. f ^t)*»(D^©*j*T* 

ttjpj««flMi £ «s®fii?8 «: m-vmmc&M? ft & »s 

Tfc &f , -e©#^*&afc y WfetfttJC J: UMflMBfe 

*v^«Mf||HIK:7^-feX'<-*»©lt3^aE**iTL* 

5. ®«ffl«flBI©-» C^O- FfciO 

- * T*&M£ tifeM© a > tTa - * tcf£ fc-£ft i i: ic «fc 

»;*Jffl#**©£aWSS**i* 3 ^ fcEHBiTft^Srete 

SUB * 3 # ic&tt $ *i ft feP&ffi 5: EST* £ & 

ffifciffcfl^ftj&Stf&ft,, 
[0 0 0 5] 

fc»©#«3 #3SW*, JfcgcW^S© 

/hsv *««©««&«* a c#g: ic*-k. ^n^b? 
-f^f) lc*Uffl#©ff# CPJJS#id, 
F) &tfm®1t?8©teiffift£5*i-'fiH8* fllffl#H#©l* 
*ft«tAS:*»U />-Kf^:**l*»C$6ftlII*©IIS: 

*«UT«*-r s Ninety, #!ffl###<gb-cv>ft& 
&A fc*rjJS#K J: y #iftfit?Bi: a- Ft^ * 9 to 
©■rS/>H*©tl4:/N - K-^-f ?3©RgMHfc$*ifc«B 

^#©^T ««iEa t* * o &»&© »mw « 7 * -fe 
^. (hik. mm. mx) ?ftfct4. 

[0 0 0 6] *t*3K«ltK:jl*UT3pJ«# (=fob<«^ 
U-f >^ h-;i/©#^, ffillfTti©^-*) AW7hfx 
T&iffl*jitf#JilB©tf T*fc^SH«©Bf 9fbliB ftf^ia- 

L/N-K^-cx^fc^if-rs. ^ga«-©ita>^y*tt 

$B> feSv^ttSLS5(^:fflv^Tf(fi©^{Si:IS-^c«;SnrlB^4 

tf+a-K/h a ^ i: flwr* -a *iSTff e> . 

[0 0 0 7] fcC«ffl#©1»«fcfi»'**#*©* , tfpJ 
«#H^©liA fcf^iA bfUM#ff $8il t ^{C, «|fftt© 

@4xfe^<* a tc^M-t *tj^#[s*©it©# y 'J 

F) , feftv^ttSL!K^MVNTflfi©iSiBiil^-lc^ftBrt8 
tts^+dtc/ha v ^ 4: WW? T ^ ft #Ss"Cff -5 . 

[0008] zLt\<b<D2-=><Dmzm^xm®mm\zr. m 

tcugp-^-fbLT^lfatift. B&-^-fb©#iai:bTtt^Jffl# 

0W©HAlC«kftBf^fb, ^S@^©liB{C<fcftBiF-^fb 

©nHtc^e). ^©aa«, ffjffl#©^©*T*Bt-^fbLfc 

u aifc«ji»ciH*a**ifeV7N^xTfcraflii©y7 
nrx7««iB*a*nfea!i©3S«tc*v^T, a&s&ytt 

«:*i*tc«fe y flftgB^fg^© T 9 ± 7. tfUmK ^ * i S: 
#J^LTV>ft 0 
[0 0 0 9] ^-^^^^©ttK&ML&S 

^, *Mf««s:»a©«»icaiw* 1 eai««**«<, im 
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A£M^fUM#1f?g#iEU<A;frS*i;fel$©*, HB® 

te^itta-m & ft o t=. mti ? r << & & w.w-ftom& iz&m 

Lfc&, &#A£flJ/a#©:£^ftA:fr#&ofcl#, =&J«> 
Tl£fiK*©gtT-RiHHbbT>^- K-r-f **ICfMfrr* 

[0 0 10] 

[0 0 11] Hltt*»W *<B#Wt& 

a* urn*. JEtTTftt!iKWtK:«nfeifc«»ea©/ha 

*>^T, «9ftM«ill|l 0 3lin>en-4f|g{Sl 0 
1 <7)^SPIB®ISS 10 2 (CT^U -?T — S/ 3 z/~?u 

9 >f r > h ft e> *v, «8®fif?Btt@^IiEt£#ft £ 

[0 0 12] iffi»i&*©|£lCli, Sli*0^B 1 0 5 

b i o 5<ofisy*ttiia*i&*nfcHf«ti»a-»f>/N- K*x 
® i: n - tc ft s «r ant #+#(c/.h a v ^ wwe a s 
[0013] mzmmmM^iwrnmrn 1 o 3 &jtai& 

LJflJffl#©fll« £©fc*l«*ft1W«*t*l 

0 3 tii crt-FU-^-f * 1 0 7ic<fcy, ^RJ-fba 

*lfeIC*-Kl0 6 rtK5pJJ8.#©fll« 10 8 30 
t?. 5pJM#©«fti 0 8©rt«H#J«#I D/;UfJ- 
F, SIft#H#<K>llff4Ht4tA 1 0 9T*feS. #:{C#lffl# 

#m«o*5 1 1 o&jt^i-So 
[0014] inti#<©«^^»«lE»i 1 2jc*y« 

#&**t*. mmmmmmi 0 3 ttammRi 1 0 & 

MHIiy ¥WI&BI$©fltA 1 0 9 tct yitf-!Hb-r6. Z.<Z> 
tSSL i§e>ftfc7 7-r;bfcXKi6*IHtf©i«#*i 0 5 

tc i y u 77^ zmmomm 

*g£L£&gl* I C*- F©*K«^*©**Mfi« 1 40 
[0 0 15] J5*T> *4x*ft©««©I**«f:BWi"r&. 

$&t*5i:ji?f?©-f h-;bfcn#»cyny9i*©*B& 

* 2 0 1 «rfr 3. 2 0 1 fCttj&S&-7 s <r l/# h U ©fl* 
[0 0 16] 2 0 1 WITbfcft, ^g®*©Bf#glB 50 
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0 H"B©A- K-^-f ^^^©*l*2 0 3 £ 

3©«S*i£5*LT^S. * 1 I 5pJffl#M©fSii* (fUJB 
f ID) 3 0 1, 3pJffl#{t$8©SSii* C**»7-F) 3 

[0 0 17] &IClC*-K«:«Pfcy3 0 3, 7 s -*** 

*d»r$-e:S (3 04, 3 07) , €©^JM#@^©Bf 
fHAS4«3 0 5U 5filJ8#flWU W-SftltAt: I C 
*-FK;«t*&tf. H4ttM*«©*il»JIi fca* 

*T*©#yi"e£>3. 

[ooi8] *T*a««««» I C*- F©«&# (4 

0 1, 4 0 2) *W8#©A*#IE0^*»fefllJfc0 4 0 
3, IEL Wtl tf «WSfll«©«Si» 4 0 4. IC*-K*> 
£Rif^'rt^A$:IRffiL4 0 5. Bf#fbitAT*8&mff?g& 
Bt^b4 0 6-f 5. 

[0 0 19] F-r-f ^"^^6)3S«H*©#*fb 

StBSrlfcffiU HA"W»#ft;anfeflM5fll*lt:a&»CI« 
^bHBT*Bif-^'fb4 o 8-rs. JK&icqBrefcSti&M 
««©^te« 4 0 9, fi^anfc 

«MffiflHMi& IC*- Ki:ftiitf4 l 0 fcttitc* 

*fttfc««ffli*S:*Bsanfc*tttt«ic««4 ut 

So ft*5, fiJffl#ff^©A73^iEb<ft<^tllSc5:S 
AfeaRAA^ofc^ttttJlfe^it-t* (4 12, 4 
13). 

[0 0 2 0] Bf5. EI6tt±IBT*m»!l^tlfeBif-tfb$*l 
fc*M8flMR&M©«I#K:ll[9t-&»a©#IH2:W«l©«l 
h-^a4xfcB'J©S5*©^- K-?^ X^tctc 
H«t&»ffiLT««««S:*»-t***«:S%"t. ®5© 
*%lT?lt *-rf'Jffl#«?8©icJi* 5 0 1, IC* 
- K©tt&»5 0 2 fefJV^AA«>jEl/*>ofelH5 0 3 
tt, IC*-K*»6>*tttt««**«9iy 5 0 4, ««A 

5, Blf-^-fbSiB ?:3imL 5 0 6, {MH*tt©l4F9fl:IIB 
fC«fcS^#^b 5 0 7 «C(Ctt93fe©ffi*feflI«# 
*>&HA*3t5 0 8. MB-eft^sn&flWHIM 

(glA•z?Bgp#'^b$nTv^s) ttK9ite»c*Bjfeanfe«iE# 

tc^*fl5 0 9-T-So 3pJffl*flM8©AA«yttH4fcH* 
(510,511). 

[002 1] 06 ©AflMMM&lft&Jl 2 (S'J©ISg^© 
«MA9) T-l±, *"f«ffl«flMI©lKi*6 0 1, IC 
*- F©R&*6 0 2, fiJffl#©A*^iEO^ofcS-& 
6 0 3 tcti, a*tc7 r>f ;v©teS'ttfS«:^Jffi#tcA^; 

'fbHAT'Hf^'fbatlTV^S) fcA*TC7r>f^©KUR*» 
B* :SlJ©IS©T*feSfe«bilBil^ftSZ.i:S:^i*t- 
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[0 0 2 2] ?>:»C«)!rt^0D(ftH$:ipJffl#{CA*$i±6 0 

8, i«#ftUfc««fli«afBJtsnfe*ii!i5fe»c*i«-r« 
609££:fe{cic#- Krt©mflMK©iMHUH*fc 

^£#SAS6 1 0. 5pJffl#fif?g©A;fr©^»mEI4©gB 
^ilP^T?S>S (6 11, 6 12). 
tO 0 2 3] 

M©^i&&#£iES&#Jffl#tc«fcSA;fr#m3&ttn 

tf#ytfr*£fc#T£fcv*J:o««**£fc#T?ss» * 
Aicwe * & # & «WD*IEfrjja#K: <fc S*8®1ff$B©& 

& Rfrit T- § * & HA -e* * . 

[El l ] *»iH©fll*«««rt«K«©»ff-r*SS*©» 

ABEI. 

[El 2] $Lftm<DV7 YV^TOHZsT* I ;W&JI©J* 

#W7a-f-v- MS. 
[El 3] *58WOV7 hCrxr»c«W*faffl#fi»«3l 

©ftftflf)7D-ft- MS. 

[H4] *w®o>wmmm&%iym 1 ©j«*» 7 o 

■v- hH. 

[El 5] *»W<o«flf««tt9«HI©*#»7a-^-V' 

[El 6] *5S«©18^Mfe Ml 2 © n - f 
■v-hElo 
[«F*©SHM 

1 0 1 -*9BlJ!<Z>vr7 hf?x7*»tft«3>l?a-* 

sss. 1 0 2-ss«tc««an3fe^»iB«afi«, 103 

afWWS^^y^r-i/H^^n^A, 10 
5-|61tH#©WHMbltB, 1 0 6-JRJffl#©flHMi:£ 
fe»«t6IC*-K, 10 7-IC*-K';-jf5>f 

*, 108-1CA - KK**jS4ifef!JJ8#Htf©if 

ffi. 109 -3fiJ«#H#©«HWbllA, 110- 
«lRUfcv^«MSflHR, 1 l l-W-&fbSft«»Sttfc« 

ttHMi. 1 1 2 -m^mm^m&mmn. 1 1 3 -a 

tBM» (FD, DAT&iO , 200-^D^5M 

h-A*MBB», 2 0 1 -zfUtf^&CDffi&fr. 
2O2-g@S*0g|B04lS®a, 2 0 3"*BOA 
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- K^-f :* j"s©ttttk 3 0 0 •"$|ft#&Mk«UIBI 
301 •••flIft#flMR©ft&& (fJffl#I D), 30 
2 -$|J8fHIMR©ffi&& (A**?- K) , 3 0 3 - I C 
il - K©«» »J , 3 0 4 - I C * - Kfc»*»F*'7 s - # 
#»**»£?*»©«£. 3 0 5-«HHbttA©£j*. 3 

0 6 mwtmA<D ICA- K^©«& 

3 0 7- I Crt- KfefcfflMbLT J:v**»©W*. 4 

o o —flwiM«»M«&si i ih& 4 o i -m 

j8#tMi©tt&&. 4 0 2-ic*- K©aMty* 4 o 

10 3-fflffl#©A*#lELV*;fr£o*»© ! MJ& 4 0 4 
«BHMR<01MB&«>« 4 0 5 -.1 Cii- Kfr e>©ift94bNtA 
(DWa&fr* 4 0 6-Ht^bgtA{C<fcSB|f#'fb«tS, 4 0 
7 Fx-f^^*»e»l«#fl:IIB©9lfflU 4 0 8- 

#*fM*B'KJ:«l*^fbftJi. 4 0 9-«iffiWMI© 
jftl«#*»&fflA*fB&*> 4 l 0 -ftlft&BflMB© I C 
*-K^©*&»« 4 1 1— *rt*ffi«-^©Blf-»fbS*Vfc 
(MM**©**** 4 1 2 ••*•»»; BR* fcJM - 
«L% ' 4 1 3 9 > * 5 0 0 -ftMfeflHRtt 

iffl^aa i ns$&> 501 -fijffl*flMi©«Bi», 

20 5 0 2 — 1 C^J— K©M9tU. 503 —£M8#©Ajbtf 
IE L^*»£3 #©*!&£»' 5 0 4-IC*-h>6«lifi 

SW^©ieii*. 5 0 5-Rf^b£*lfc8lSB , ff$8©^& 

5 o 6- -/N-F-^-f x^*»e>«F*-fb«tB©flstmu 

5 0 7-«P#ftHBK:J:*tt[-»«3l, 5 0 8-S?ftf 
«©JfUffl#*»6>©A*ilBi*, 5 0 9 -l**»iBT»** 
SftfcflWftiHS (*AT»l*-*fbS*lTV^&) ©S^ft'N 

©*!&■ 5 i o-adyEBRAf^df^i 

a. 5 1 1 EBRfllfc 6 0 0- 

ramiissteMfltJi i 601 -f!iffl«fli*©f8a 

30 6 0 2 — IC*-K©BWiy» 6 0 3 - 

fUffi^AAjWEbV**^?*© 5 !^ 6 0 4 -A*70 
flMI©*!|ffl*3^ 6©AA«ii». 6 0 5 ->HiB T?IK 
#34xfc*Mftt* (•tA-CBfr&'fbailTV**) <DA±ljt 
^©fgii*. 6 0 6 -A— Kt 1 -^ ^^^^©Bf^bli 
B' ©ftfflU 6 0 7-Hff-94bfttB' ICJ:«l*94b& 
3, 6 0 8 -«ittfi[fllflHI©l!l«#^e.©AA«Bi*. 

6 0 9-IC*-K©*«lffiM««©«lll^ 6 10- 

«rtftffi«^©i«-«wba*ifeflM8iiwi©«Hft, e 1 1-» 

•JBffll* , »*AlSJit*HI. 6 1 2 Eft 
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